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Warning

It is necessary to ensure safe operating conditions (among other things described in
this manual — to protect the device against direct strike of lightning, to use shielded cables
connecting the device to the PC or other peripherals). It is not allowed to make any changes to
the device — it will void warranty as well as legality of use.

Safety

The device has been designed and manufactured with utmost care for the safety of
installing and using. To ensure safe operation, the user should follow all warnings and
instructions in this manual and directions for use of the cooperating equipment (e.g. a PC).

Contents of the box

e Antenna with assembled and sealed RouterBoard device, wireless adapter (card).
e Power supply with PoE adapter.

During the delivery, make sure that the packaging is not damaged. In the case of any
damage you should not pick up the parcel or contact the vendor. Please, also check the
contents of the package shown in the list above.

Contents of the manual

This manual provides a detailed description of wireless ULTIAIR set, including its
installation, configuration, and operation. The user is obliged to read it carefully before
installation of the equipment and follow all instructions, especially those concerned with
safety.

Safe use rules

Each wireless transmission device ULTIAIR complies to international electric code.
Below there are the basic rules of safe operation of the devices:

power socket must be grounded in accordance with applicable regulations,

the set has to be installed and reviewed prior to switching on power supply,
before any maintenance the power has to be switched off,

the device is disabled only when all power cables and connections with other
equipment are completely disconnected,

it is not allowed to use power cables with broken insulation,

all installation work should be done by qualified personnel only,

the devices are not suitable for use in flammable environments,

the devices have to be protected against access of unauthorized people, especially
children,

the parts of the set have to be solidly mounted,

e if the device is moved from a cool place to a warm environment, the moisture can
prevent proper operation — one should wait until the moisture has evaporated.



Notice: It is not allowed to touch the contacts of the sockets — risk of damage due to
electrostatic discharge!

Power

ULTIAIR wireless network device does not require an external power supply directly
connected to the device. The set includes PoE adapter. The power cord (plugged into AC
power outlet) is connected to its socket marked AC. The port marked LAN (Data Input
Port) is connected with computer or appropriate telecommunications equipment. The
outdoor/external part of the set is connected via Category 5 cable terminated with RJ-45
connector to the port marked PoE.

Operation environment
The antenna part of the set has been designed for outdoor use. It can operate in

adverse weather conditions (rain, snow, low and high temperature). However, it cannot be
placed close to chimneys, outdoor parts of air-conditioners, other antennas etc.



1. INTRODUCTION

1.1 Basic information

MikroTik RouterOS is a special operating system based on Linux, designed for
building advanced access points and routers with bandwidth management. Despite
advanced functions the system is easy to manage via WWW, system console, or a special,
user-friendly tool - Winbox.

1.2 License levels

| License level | 3(WISPCPE) = 4(WISP)
Upgradable to ROS v3.x ROS v3.x
‘ Initial Config Support H - H 15 days ‘
Wireless AP - yes
‘ Wireless Client and Bridge H yes H yes ‘
yes (v3 x86 = yes (v3 x86 = RIP,
RIP, OSPF, BGP protocols RIP) OSFF)
‘ EolP tunnels H no limit (V3 = 1) H no limit ‘
PPPoE tunnels 200 (V3 =1) 200
PPTP tunnels . 200(V3=1) 200
L2TP tunnels 200 (V3=1) 200
. VLANinterfaces  nolimit(V3=1) no limit |
P2P firewall rules no limit (V3 =1) no limit
| NAT rules . nolimit no limit |
HotSpot active users 1 200
| RADIUS client I yes I yes |
Queues no limit no limit
‘ Web proxy H yes H yes ‘
Synchronous interfaces - yes

User manager active ‘

sessions 10 (v3 10) H 10 (v3 20) ‘




1.3 The information coded in model numbers of ULTIAIR devices - example:

ULTIAIR 419KC

Intended use (K- client, B- base, N- bridge)

Antenna directivity (K- directional, S- sector, D- omnidirectional)

Antenna gain [dB]

Mikrotik license level

Family

1.4 Main features

Flexible configuration;

Possibility of creating advanced network systems;

Efficient data transmission (40 Mbit/s in Nstreme) .
Weather-resistant housing (IP 66);

Quick configuration of Access Point, Bridge, and HOTSPOT modes;

Easy installation.

1.5 Typical applications
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e HotSpot

e AP
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e Client (WISP)




2. INSTALLATION

2.1 Checking the contents

Before installation check the contents of the package (the list on page 3). above. In
any doubt contact the vendor.

2.2 Description of interfaces

LANWAN ‘ L
1

1. Input - Ethernet interface (RJ-45) 1. Output (PoE) to ULITAIR - RJ-45
2. Ethernet input - RJ-45
3. Power cord (230V AC)

2.3 Connections
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3. FIRST RUN

3.1 Configuration with WinBox (in Windows OS)

The Winbox utility can be downloaded from www.dipolnet.com (Download section).
The device has to be connected with a PC via Ethernet cable.

1. Run the utility.

= WinBox Loader v2.2.7

Eu:unneu:tTu:u:| J Connect |
Login: |
Paszword: |
Save
[ Keep Pazzword
[ Secure Mode |:|
Mote: |h-1ikr|:|Tik Taoals...
Address | Uzer MNate |

2. Click on the three dots.

= WinBox Loader v2.2.7

Connect Ta: | { I' Connect |
Logir: ||
Paszword: |
Save
[ Keep Pazsword
| Secure Mode
Mote: |Mikr-:uTik Taoals...
Address | Lser Mote |



http://www.dipol.com.pl/

3. From the list displayed choose the device being configured.

= WinBox Loader v2.2.7

En:unnen:tTn:u:| J Connect |
Ladin MALC Address IF &ddress [dentity Yersion
el O0:0C: 42:12:C2: 94 192.168.85.1 MikraTik 310
Fazsword:
Muote:
Addresz

4. In Login field enter ,admin” (the Password field leave blank) and click Connect.

= WinBox Loader v2.2.7

Connect To: |EIEI: 0C: 42120294 J Connect

Logir: | admin

Paszward: |

Save
[ Keep Pazzward

[ Secure Mode
Mate: |MikroTik Tools...

i

Address | Lzer | Mate
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5. The WinBox menu will appear:

= adminz00:0C:42:12:C2:9A (MikroTik) - WinBox ¥3.10 on RB411 (mipsbe)

Hide Passwords [ (4

Interfaces
Wwirelezs
Bridge

IP
Routing
Parts
Hueues
Drivers
Syztem
File:s

Log
SHMP
zers
Radiuz
Tools
Mew Terrmninal
Telnet
Pazswond

Certificates

M ake Supout.nf

11



4. EXAMPLE CONFIGURATIONS

4.1 Bridge - WDS

AP
10.5.3.1

-4 LAN L
.. 192.168.1.024
1 L~

Station
10532

Configuration OF BASE STATION (AP)

1. With WinBox the user can create a bridge, by clicking Bridge tab and +.

I Bridge
Bridge | Ports | Filters  Broute | NAT | Hosts
(=1 |7 | | Seftings
M ame Type

0 iters out of 2

T

R

TwPac... |Ax Pac... | MAC Address

X]

Protoca...|

2. In the new window the user should enter bridge-wds (in Name field) and clik OK.

12




I New Interface

General | STP | Status | Traffic

Marne: | [s{s/s[=ant:

Twpe: | Bridge
RTU: 1500
MAC Address:
ARP: | enabled ¥
-
Adrin. MAC Address: -

3. In New Bridge Port window click + and add “ethr1” interface to the created bridge.
Then click OK.

I New Bridge Port

General | Skabys

Interface: |etherl *
Bridge: | bridoe-wds *
Pricrity: |20 hex
Path Cast: |10
Harizon: hd

5]

Edge: | auto *

Paint Ta Paint: | auta *

External FDB: | auto *

13



4. Configuration of wireless interface — enter Wireless menu and turn on radio
transmission (right click on “wlan1” and click Enable).

B Wireless Tables

Interfaces | Mstreme Dual | Access List  Registration | Comnect List | Security Profiles

gk~ v % AT
EE Type Tx Fw T#Pac.. |R»

Show Categories
Detail Mode
Inline Comments

Shove Columns »

Find Chrl+F
Find et Chrl+ia

Select All Chrl+A
Add »

Remove

Dizahle
Comnent

M el

i 3

Tarch

1 itemn out of 3 [1 zelected)

5. Configuration of wireless adapter (card) — double click on “wlan1” and choose Wireless
tab.
Set the Mode of work: AP Bridge, SSID: MikroTik, Frequency: (e.g.) 5180 MHz.

14



M [nterface =wlan1 = [z|

v Default Farward

Hide 55D R eszet Canfiguration

General ‘“Wieless WDS  Mstreme  Statuz | Traffic | QK |
Made: || Cancel |
Band: |5GHz | Apply |
F : |B180 * MH
THRE e “| Disable |
S5I0: | MikraTik Fs
| Comment |
Scan List: -
Tarch
Security Profile; | default ¥ | |
Scan...
Antenna Mode: | antenna a ¥ I can I
Freq. Uzage...
Default AP Tx Rate: ¥ bps | Align.. |
Defaulk Client Tx= Rate: * bps | S il |
v Default Authenticate | Snooper... |

Advanced Mode

nztreme-dual slave
_—

6. Then go to WDS tab and set dynamic WDS Mode and bridge-wds WDS default
Bridge, click OK.

15



I [nterface =wlan1 = | |

%]

General ‘wirelezz D5 | Mzbeme  Statuz | Traffic | QK |
WDS Mode: | dynamic 5| Cancel |

WS Default Bridge: | bridge-wds ¥ | Apply |
WDS Ignare 551D | Enbe |

| Comrment |

| Torch |

7. IP address assignment. Enter IP tab and choose Addresses.

16



|nterfaces

Wireless

Bridge

PFP

Houting " Routes
Partz FPool
[Jueues ARP
Drivers Firewall
e [ ~

8. Click on +. In the window you should assign appropriate IP addresses.

B Address List

@ = ]z 5] 7]

|.ﬁ.ddress £ |Netwu:urk |Bru:uau:|u:ast |Interface " -

0 itemsz

9. In Address field enter 192.168.1.100/24 and choose Interface: ether1, confirm OK.

17



I Mew Address

!

Addresz: |192.168.1.100/24 k.
Metwiark: - Cancel
Broadcast: w7 Apply

Interface: | etherl Disable

Comment
Copy

Remove

10. Click again on + and add another Address: 10.5.3.1/24 and choose Interface: bridge-
wds, confirm OK.

B Address <10.5.3.1/24 >

Address: | 105.3.1/24 Ok

I etk bl Cancel

Broadcast: | |- Apply

Interface: |brdge-wdz * Disable

Comment

Copy

HaiiEs .

Remove

Configuration of client station (Station)

1. With WinBox utility create a bridge — click on Bridge and then +.

18
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I Bridge

Bridae | Paorts

Mame

0 iters out of 2

Filters

Broute  MAT  Hostz

=T

Type

Settings

T=

R

T« Pac... |R« Pac... | MAC Address

Frotoco...| »

X

2. In New Interface window, enter wds-bridge (Name) and click OK.

20




B Mew Interface

General | STP | Statuz | Traffic

KEEbnidge-1mds

Type: |Bridge
MTL: 1500
MAC Address:
ARF: | enabled ¥
-
Adrmin. MaC Address: -

3. In New Bridge Port window add “ether1” to the bridge, confirm OK.

21



I New Bridge Port

General | Stabys

Interface: |etherl *
Bridge: | bridge-wds *
Priority: |20 hex
Path Cast: |10
Harizan: -

o]

Edge: |auto *

Point To Paint; | auto *

Exsternal FDB: | auto *

4. Click + again and then add wlan1 (Interface) to the bridge, confirm OK.

Il New Bridge Port

General | Stabuz K

Interface:

+

s

Canicel

Bridge: | bridge-wds ¥ Apply
Friority: |80 hes Dizable
Path Cost: |10 Comrment
Harizon: i Copy
R
Edge: | auto * STave
Paint To Paoint: | auta *
External FDB: | auta *

5. Configuration of wireless interface. Enter Wireless menu. First, switch on the radio -
right click on wlan1 interface and then click on Enable.

22



B Wireless Tables

Interfaces | Mstreme Dual | Access List  Registration | Comnect List | Security Profiles

gk~ v % AT
M arme Type Tx Fw T#Pac.. |R»

Shove Categories
Detail Mode
Inline Comments

Shiowe Columns »

Find Chrl+F
Find Mezxk Chrl+G

Select All Chrl+A
Add »

Femove

Disahle
Comnent

g o

i 3

Tarch

1 itern out of 3 [1 zelected)

6. Configuration of wireless adapter (card). Double click on wlan1 interface and go to
Wireless tab.
Set station wds (Mode), MikroTik (SSID), 5GHz (Band).

23
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%)

I Interface =wlani =

Fiezet Configuration

Advanced Mode

Gemeral ‘Wireless | WDS | Mstreme | Status | 0K
bode: |EENRTEE | Cancel
Band: |5GHz * | Apply
F : [A180 * MH
rEAUEnEY “ Dizable
SSI0:  MikroTik -
| Comment
Scan List: -
Tarzh
Securnty Profile: | default * |
Scan...
Antenna Mode: |antenna a ¥ I can
Freq. Usage...
Default AP Tx Rate: * bps | Align..
Default Client Tx B ate: * bps | S it
v| Default Authenticate | Shooper...

zearching for netwark

7. IP address assignment. Enter IP tab and choose Addresses.

Interfaces

Wireless

Bridge

FFF

Routing " Routes
Ports Foal

[ueues ARP

Drivers Firgwall
Coinbmen [ ~

8. Click on +. In the window you should assign appropriate IP addresses.

25



M Address List E|

(&) =]

Addrezs M etwiork Broadcast Interface

0 itemsz

9. In Address field enter 192.168.1.101/24 and choose Interface: ether1, confirm OK.

26



X]

B New Address |

Address:
Metwark:

Broadcast:

192.168.1.101./24 OF.

i Cancel

hd Apply

Interface: | etherl Dizable

Comment
Copy

Remove

10. Click again on + and add another Address: 10.5.3.1/24 and choose Interface: bridge-
wds, confirm OK.

M Address =10.5.3.1/24 >

Address: | 10.5.3.2/24 0K
Metwork: hd Cancel
Broadcast; | Apply

Interface: | bridge-wdz * Dicable

Comment
Copy

Remave

it

11. You may test the bridge-wds pinging the 192.168.1.101 address from the local network

connected to the base station.
. ‘L\ N
L /))

Router ||

4.2 HotSpot

user 2

user 1

P 192.168.1.1
DHS 194.204.159.1
MT.98.63.164

27



Configuration with WinBox.

1. IP address assignment. Enter IP tab and choose Addresses.

Interfaces

Wireless

Bridge

FFF

Routing " Routes
Partz FPool
[Jueues ARP
Drivers Firewall
e [ ~

2. In the Address List window click on +. In the next window you should assign
appropriate IP addresses.

B Address List

@ =] V][] [] [7]

|.ﬁ.ddress | M etworl: | Eroadcast | Interface " -

3. In Address field enter 192.168.1.2/24 and choose Interface: ether1, confirm OK.

28



X]

B New Address |

Address: |192.168.1.2/24 OE.

Metwark: - Cancel

Broadcast: - Apply

*

|nterface: |etherl Disable

Comment

Copy

Remowve

4. Setting DNS servers — choose IP/DNS.

= admin200:0C:42:12:C2:9A [MikroTik)

R[]
Interfaces
Wireless
Bridge
FFPP
IP I Addresses
Routing " PRoutes
Puortz Poal
Gueues ARP
Drivers Firewall
System " Socks
Files LIFRF
Log T raffic Flow
SHMP Accounting
zers Services
F adius Packing
Tools " Meighho

Mew Terminal

Telnet Wieb Prowxy
Faszword DHCP Client
Certificates DHCF Server
Make Supout.f DHCF Relay
M arwal Hotzpot

E =it IPzec

29



5. In DNS window click Settings.

= DNS 3
Static | Cache

‘ :

# Mame Address TTL (=] -

0 items

6. Enter DNS addresses. As the Primary DNS: 194.204.159.1, and as the
Secondary DNS: 217.98.63.164. Then tick Allow Remote Requests and confirm OK.

B DNS Settings

Primary DMS: [192.204.159.1 k.
Secaondary DMS: | 2179863164 Caricel

v| Allow Femaote Requests Apply

bax UDF Packet Size: |512

gl

Cache Size: | 2048 K.iB
Cache Uszed: |5

7. Enter gateway address. Fist click on New Terminal.

30



= admin@00:0C:42:12:C2: 9A (MikroTik)

Interfaces

Wireless

Bridge

PPP

IP I
Routing I"
Ports

Lueues

Drivers

Suztemn I
Files

Log

SHMP

I zers

R adiuz

Tools I"

Telnet
Password
Certificates

b ake Supout. rif
b ariial

E it

In the new window input:
/ip route add gateway=192.168.1.1 (see the bottom line), confirm with ENTER and close
the window.
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X]

.
MM M FFE TTTTTITITTITT FFE
MM MM FFE TTTTTITITTITT FFE
MMIT MO MMM 0 III 2 EFK FFE FRRERRR oooooo TTI IIT FKE EFE
Mo MM MM IIT EFFFE FFE. EEE 000 000 TTI IIT FEFFE
M MM IIT EKK EFEK  FRERER ooo ooo TTI IIT FKEFKEK FEK
MM MM IITI EFEK EKEFE FFER FER oooooo TTI IIT EKKEK EFK
MikroTik Router05 3.10 (c) 1999-20085 http: /A s nikrotik. com/
[adnin@MikroTik] > ip route add gateway=192.168.1.1 :_

8. Configuring HotSpot - choose IP/Hotspot.

33



= admin@00:0C:42:12:C2:9A (MikroTik)

|| cu
Interfaces
Wireless
Bridge
PFP
IP " Addresses
Routing " Routes
Parts Poal
Hueues ARE
Drivers Firewall
System " Socks
Files [H]=1=]
Log Traffic Flows
SNMF Accounting
Users Services
Radius Packing
Tools I Meighbars
Mew Terminal DM
Telnet ‘web Praxy
Pazsword DHCP Client
Certificates DHCP Server
Make Supot.rif DHCE B
M aruial
Eit |Psec

In the new window click on Hotspot Setup.

Servers | Server Profiles Users  User Profiles | Active Hosts | IP Bindings  Service Ports | “walled Garden  ‘“Walled Garden [P List | ..
BBl

M ame Interface Addrezz Pool | Profile Addrezzes .. -
0 ikems
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The wizard will help to configure the Hotspot. First, choose the HotSpot's interface. Select
wlan1 and click Next.

I Hotspot Setup fgl

HotSpot Interface: *

9. Local address of the interface — no change is needed. Click Next.

I Hotspot Setup r5_<|

Local Address of Metwork: | 10.5.50.1/24

v hasquerade MNetwark

Back M ext Cancel

10. DHCP server pool - no change is needed. Click Next.

!

I Hotspot Setup

Addrezs Pool of Metwork: [10.5.50.2-10.5.50.25: &

Back M et Cancel

11. The next window allows to choose certificate (can be set none). Click Next.

12. SMTP server address (can be set to 0.0.0.0). Click Next.

!

I Hotspot Setup

IP Address of SMTP Server: |0.0.0.0

Back Mext Cancel




13. You'll see the previously entered DNS servers. Click Next.

X

I Hotspot Setup

OMS Servers: | 194.204.153.1

L LI | 2

217.98.63.164

Back Cancel

14. DNS server name (can be left blank). Click Next.

)

I Hotspot Setup

DMS Mame: |

Back Cancel

15. In the last window enter login and password, then click Next.

B Hotspot Setup ['5_(|

MHame of Local HotSpat User: | admin

Paszword for the Uzer: | admin

Back Cancel

16. Successful setup is confirmed with this message:

Hotspot Setup

Setup haz completed succeszsfully
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17. Creating user profiles — go to User Profiles tab and click +.

Server Profiles

(+)- 7

M arme
¥ & default

1 item

Uzer Profiles | Active  Hosts

Sezzion Time... | ldle Timeout

IP Bindings  Service Porte | ‘Walled Garden  walled Garden P List

Shared U... | Rate Limit [r=/ts)

nane

Cookies

18. In New Hotspot User Profile configure the user profile, then click OK.

I New Hotspot User Profile

General | Adwvertize | Scripks

Mame:

Address Poal:

Seszion Timeout;
|dle Timeout;
K.eepalive Timeaout:

Statuz Autarefresh;

Shared Uzers:

R ate Limnit [rdte]:

Incoming Filter:

Outgoing Filker:

|nzoming Facket b ark:

Outgaing Packet b ark:

Dpen Statusz Page:

uprn:nf'l|

none

hohe
00:02:00
00:01:00

always

| Tranzparent Prosxy

|

*

#

*|

*

*

K

Cancel
Apply

Copy

Remove

AIGHE
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19. Go to Users tab to add next users. To add next user click + , enter the name,
password, and the previously created profile.

Server Profiles Users |L|ser Profilez  Active | Hostz  IP Bindingz  Service Portz | Walled Garden  “Walled Garden |P List | Cookies
# =] o] [ 7] o remog
I Hoispot User =user1 =
|Sewer 4 |Name
& al adrin General |Limits Statistics | Ok, |
& all uzer]
Server; |a|| || +* | | Cancel |
M ame: |uxer1 | | Apply |
Password; | = | | Disable |
Address: | | - | S |
MAL Address: | -
| Copy |
Profe: [PEET * | - |
EMOYE
Routes: | | -
E il | |v | Fezet All Counters |
- dizabled
2 items [1 zelected)

20. After adding all users go to Wireless menu and configure wireless interface.
Switch on wireless networks — right click on wlan1 interface and then click Enable.

B Wireless Tables

Interfaces |Nstreme Dwal  Access List | Registration  Connect List | Security Profiles

*| =] lvlx] ] 7]

|Name s |Ty|:ue |T:-: |F|:-c |T:-: F'aI:...th-
| Awland wirsless [Atheros ARG,
Shove Categories
Detail Mode
Inline Comments
Shio Columns »
Find Ckrl+F
Find Mexxk k413
Select all Chrl+a
Add 3
Femove R
Enable E
Disable 8]
Comnent C
Torch

1 item out of 31 zelected]
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21. Configuring wireless adapter (card) — double click on wlan1 interface and go to

Wireless tab.

Set ap bridge (Mode), MikroTik (SSID), 2.4GHz-B/G (Band).

M Interface =wlanl =

General

Frequemicy:
S51D:

Scan List:
Security Profile;

Antenna bode;

Default AP T= Rate:

Drefaulk Client T= Rate:

Wireless |'WDS  Mstreme | Status

Mode

B and:

24GH=B/G
2412
MikraTik

default

antenna a

v Default Authenticate
v Default Farward
Hide 5510

Traffic

*

*

*

kMHz

*

*

bps

bps

X]

Ok

Cancel

Apply

[Dzable

Comment

Tarch

Scan...

Freq. Uzage...

Align...

Sniff...

Shooper...

Reszet Configuration

Advanced Mode

zearching for netwaork,
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